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ZeroAlpha Solutions is the sole supplier of PacStar’s small form factor network
communications modules to the UK.

Military level networking hardware and software, this cutting edge technology allows the
collection, storage and distribution of critical mission data in the lowest SWaP (size, weight
and power) possible.

Combining modular networking equipment and IQ-Core® Software for unified network
communications management, our tactical communications solutions enable enhanced
warfighter situational awareness. Our solutions for battlefield network management
include commercial off-the-shelf (COTS)-based rugged, small form factor communications
systems, and PacStar® Commercial Solutions for Classified (CSfC) solutions.
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PacStar Modular Chassis and

Mounting Solutions

Transforming individual network modules into complete

modular communications solutions

PacStar offers a wide range of modular chassis and mounting
solutions for PacStar 400-Series modules. PacStar 400-Series
modules can be operated in PacStar Smart Chassis, Mini Transit
Cases, and Rack Mount Systems, removed in groups of enclaves and
operated independently, and operated as individual modules.

PacStar Modular Radio Center (MRC)

PacStar MRC bridges communications gaps between disparate systems
— a problem common in military and homeland defense operations. It
provides comprehensive interoperability gateways and communications
management technologies in a tactical, small form factor, mobile platform.

The core technology in PacStar MRC is provided by PacStar 463, an
SCI TOCNET-G4 based RolP / voice module. PacStar 463 ensures
compatibility and support for all major tactical radio types and VolP
protocols. PacStar MRC core components have been certified and
deployed with a vast array of tactical/expeditionary and vehicle-mounted
programs and are ideally suited to provide a family of solutions for any
tactical communication program. PacStar 463 interoperates with the
entire line of TOCNET products including vehicle intercom systems, PTT
handsets and more, using an IP backbone.

PacStar MRC integrates PacStar 463 Radio-over-IP (RolP) with PacStar’s
tactical networking, routing, and server solutions to provide a low-powered
mobile radio network solution for a forward operating environment.

PacStar MRC can be deployed dismounted, in forward operating bases
(FOBs), command posts, ground vehicles and aircraft, as well as in upper
echelons - for military, intelligence, law enforcement, and homeland
security use.

PacStar MRC provides converged voice communications, ensuring high-
quality voice communications between otherwise incompatible or non-
interoperable systems.

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK

www.zeroalphasolutions.com T: +44 2921 680444

Key Features

Authorized distributor of PacStar products

Based on proven RolP and voice
management technology deployed in
over 50 programs

Modular system can be optimized
for program needs, scaling from small,
soldier carry solutions to deployments
requiring six radio networks

Supports major radio types and 3rd
party voice systems including a large
list of tactical/DoD radios and voice
solutions. Meets a broad range of

C2 use cases

Based on Intel processors and Cisco
networking. Compatible with PacStar’s
400-Series platform

Based on rugged PacStar 400-Series

modules and packages ideal for fly-
away, command post, ground vehicle
and aircraft deployment

Managed by PacStar IQ-Core®
Network Communications Manager.
Provides network and server
management capabilities for the
communicator.

PacStar
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Authorized distributor of PacStar products

PacStar® VPX Smart Chassis and MOSA Hybrid Solutions

Designed for in-theater
operations, vehicle-mount,

early entry or forward

operating base deployments
for military, Homeland
Security, first responders,
and commercial/enterprise
users, PacStar VPX Smart
Chassis meets size,

weight, and power (SWaP)
requirements unmatched by
other COTS appliances of
its type.

/

12”

— 7.50” /
—

The new PacStar VPX Smart Chassis enables system designers
to rapidly and cost-effectively integrate CMOSS/SOSA aligned
OpenVPX plug-in-cards via the same transportation and
mounting solutions used by PacStar 400-Series tactical battlefield
communications products.

It shares a common mounting solution with its popular PacStar
400-Series 4-Slot Smart Chassis for PacStar 400-Series modules,
widely used today in numerous U.S. Army deployments. PacStar
VPX Smart Chassis integrates seamlessly with other PacStar
400-Series small form factor modules and patented interconnect,
providing the best in small size, flexible power, and environmental
ruggedness. This enables the user to select from the best of VPX-
available cards and PacStar 400-Series modules to optimize their
system delivery capability.

Slot Profiles

PacStar VPX Smart Chassis supports a wide range of
VPX cards, ensuring flexibility. These include, but are not
limited to:

¢ 3U Radial Clock PICP
(SLT3x-TIM-4516S1U2U1H-14.9.1-1)

e |/O-Intensive SBC
(SLT3-PAY-1F1F2U1TU1T1U1T-14.2.16)

e 3U Data / Control Plane Switch PIC
(SLT3-SWH-6F1U7U-14.4.14)

¢ |/O-Intensive SBC
(SLT3-PAY-1F1F2U1TU1T1U1T-14.2.16)

¢ 3U Payload PICP
(SLT3-PAY-1F1U1S1S1U1U2F1H-14.6.11)

6.92”

Key Features

e Compatible with transport and mounting
solutions for the PacStar 400-Series

e SAVE compatible frames hold two VPX

Smart Chassis or mix and match with
PacStar 400-Series Smart Chassis

e Add 3U VPX and SOSA hardware to

existing PacStar 400-Series deployments

e Supports 5x 3U SOSA aligned VPX plug-

in-cards

¢ Included 300 watts VITA 62 Power Supply

Card

e External air over conduction cooling for

maximum power density

e Electronics cavity is sealed from dust and

airflow

¢ Redundant dual-fan design for reliability

e Operational temperature range -20 to

+60C

e Small, but powerful 7.5” X 6.92” x 12”
e VPX chassis weighs only 19.1lbs (without

cards)

PacStar VPX Smart Chassis

3U VPX chassis enclosure that uses the same
footprint as a PacStar 400-Series 4-Slot Smart
Chassis.

Fits and operates in existing PacStar 4-Slot Smart
Chassis mounts and transportation cases.

5 slots (5 PIC + 1 PWR)

Less than half SAVE size and power
(300 watts)

Actively cooled (air over conduction)

Aligned with CMOSS and CMFF Reference
Architectures

©2023 Curtiss-Wright - All rights reserved. Specifications are subject to change without notice. All trademarks are property

of their respective owners | D533.03.23. This document was reviewed on 03-07-2023 and does not contain technical data.
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PacStar Smart Chassis

PacStar Smart Chassis provides a mechanical and
electrical standalone capability to house up to four or five
PacStar 400-Series modules, and may be utilized as a
standalone entity or as a component in a larger system.
PacStar Smart Chassis mounts into multiple systems
including PacStar Mini Transit Cases, PacStar Rack-
Mount Frames, and custom PacStar Pelican Case-based
solutions. With tool-less quick-release features, PacStar
Smart Chassis may be quickly removed for dismounted
operation.

Authorized distributor of PacStar products

Key Features

e Supports (4) or (5) PacStar 400-Series modules
— 4-slot Smart Chassis (7.5” x 6.8” x 12”)
— 5-slot Smart Chassis (9.3” x 6.8” x 12”)

e Every PacStar 400-Series module fits into any slot

* Provides users the ability to easily remove or change
modules to support mission requirements

¢ Provides power to installed modules
¢ Includes an integrated power system (available with
180 or 250 watt power supply)
— Worldwide AC input, 47 - 63 Hz, 85V - 264 V
— Wide-range DC input, 10 - 35 V DC
¢ Includes an integrated UPS with two battery options

— DoD standard 2590 Li-lon rechargeable battery, 200
watt-hours rated

— NiMH BB-390B/U rechargeable battery, 117 watt-
hours rated

— Automatically recharges battery when connected to
AC/DC prime power

— Automatically switches to battery if prime power is
interrupted

— User-accessible battery compartment
— LED indicators for battery status

¢ Includes a clean power 12 V DC output port (50 watts)
for ancillary equipment

¢ Includes an integrated cooling system
¢ Person-portable for standalone operation

e Operational temperature range -20C to 60C
(Note: Li-lon battery capacity degrades at OC or below)

©2023 Curtiss-Wright - All rights reserved. Specifications are subject to change without notice. All trademarks are property Product Sheet
of their respective owners | D533.03.23. This document was reviewed on 03-07-2023 and does not contain technical data. 3
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PacStar Mini Transit Case Systems

For transport of PacStar 400-Series solutions in scalable, dense, quick setup form factors -- with high resistance to
environmental damage -- PacStar provides compact, lightweight, custom-designed Mini Transit Case Systems in two
models: a carbon-fiber transit case for minimum SWaP and a fiber-reinforced plastic case for enhanced drop protection.
PacStar Smart Chassis are user-removable without tools, and capable of operating outside the transit cases, enabling
physical separation as required for classified enclaves.

PacStar Carbon Fiber Transit Case (CFTC)
Key Features

e Custom-designed carbon fiber transit case with
wheels and handle (9” x 21” x 14”)

e Meets FAA carry-on size restrictions

¢ Holds multiple Smart Chassis with a maximum
(9) module payload - e.g. (1) 4-slot and (1) 5-slot
Smart Chassis

 Removable lids for operation of equipment in the
transit case

PacStar Carbon Fiber

Transit Case with Front Cover Attached ¢ KG-250X/XS mounting points on top

e ~65 Ibs. fully loaded

PacStar Fiber-Reinforced Plastic Transit
Case (FRTC) Key Features

¢ Custom-designed fiber reinforced plastic case with
wheels and handles (18.7” x 20.1” x 12.4”)

¢ Holds multiple Smart Chassis with a maximum
(9) module payload - e.g. (1) 4-slot and (1) 5-slot
Smart Chassis

* Removable lids for operation of equipment in the
transit case

¢ Designed to withstand MIL-STD-810G transit drop
tests method 516.7 procedure IV

PacStar Fiber e ~100 Ibs., fully loaded
Reinforced Plastic Transit Case

©2023 Curtiss-Wright - All rights reserved. Specifications are subject to change without notice. All trademarks are property Product Sheet
of their respective owners | D533.03.23. This document was reviewed on 03-07-2023 and does not contain technical data. 4
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PacStar Rack-Mount Systems

For operations using PacStar 400-Series modules in standard
19” rack-mount installations such as in tents, fixed locations,
or vehicles that have size, weight and power (SWaP)
constraints, PacStar provides systems based on a family of
rack-mount frames, shelves, and chassis.

Rack mount systems that use PacStar Smart Chassis enable
PacStar 400-Series modules to be operated in fixed racks

in a variety of configurations, removed from racks in groups
of enclaves and operated independently, or even operated
independently as individual modules. These systems enable
PacStar 400-Series modules to quickly transition from a
deployable configuration to a more permanent installation
configuration, and back again.

PacStar 493 1-RU Rack Mount Frame (RMF)

For applications that require a limited number of modules,
PacStar 1 RU RMF provides a slim form factor for up to 3
modules. This optionally includes an integrated AC/DC power
supply to simplify integration.

PacStar 492 4-RU Rack Mount Frames

Authorized distributor of PacStar products

PacStar Modules in 19” Rack, with Rack Mount Frame
and 4- and 5-slot PacStar Smart Chassis

PacStar 1 RU RMF with two PacStar 400-Series
modules and encryptor

For applications that require high numbers of modules and/or PacStar Smart Chassis integration, PacStar provides
multiple 4 RU RMF options, each with up to two tool-less, removeable PacStar Smart Chassis, including:

» Light — designed for person-carry use cases
where weight savings are critical. Mounts in 19”
racks or PacStar CFTC with up to 9 PacStar
400-Series modules.

PacStar 4 RU RMF (Light)

» Rugged - designed for vehicle mounted applications

where shock and vibration resistance are critical. Mounts
in 19” racks or PacStar Fiber-Reinforced Plastic Transit
Case (FRTC) with up to 9 PacStar 400-Series modules.

PacStar 4 RU RMF (Rugged)

©2023 Curtiss-Wright - All rights reserved. Specifications are subject to change without notice. All trademarks are property
of their respective owners | D533.03.23. This document was reviewed on 03-07-2023 and does not contain technical data.
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Standardized Mounting Frames support Modular Smart Payloads

19" Rackmount Frame SAVE Frame

VPX Smart Chassis Payload PacStar 400-Series PacStar Radio Chassis
Smart Chassis Payload

©2023 Curtiss-Wright - All rights reserved. Specifications are subject to change without notice. All trademarks are property Product Sheet
of their respective owners | D533.03.23. This document was reviewed on 03-07-2023 and does not contain technical data. 6
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Pelican™ Case-Based Systems

Authorized distributor of PacStar products

PacStar TacNet 400

The TacNet 400 is a ruggedized Quick Response Kit (QRK) designed to
support the rapid deployment of a flexible small team’s networking suite.
Consisting of a lightweight, rugged,waterproof case with integrated
power electronics, the TacNet 400 is well suited for any environment.
The kit provides single cable power input (AC or DC), space for up

to 3 PacStar 400-Series modules, a HAIPE encryption device, and

a Cradlepoint IBR 600/900 or similar. With slots for military radio
batteries and room to prewire all equipment, the kit can be set up and
running within minutes of arriving at the team’s operating location.

PacStar Custom Packaging

PacStar designs, manufactures and delivers custom suitcase-style
packaging solutions meeting customer requirements. PacStar frequently
utilizes proven Pelican™ Storm Case™ Air with custom foam cut-outs,
ensuring environmental protection and proper fit, for the most demanding
applications. PacStar works with customers to ensure foam designs are
sufficient to meet MIL-STD transportation qualifications, and can conduct
qualification as needed with certified third-party test facilities.

PacStar 400-Series Accessories

PacStar products are covered by multiple patents. Additional patent(s) pending.

PacStar 491 Accessory Storage Box

PacStar 400-Series module-sized storage container slides
into PacStar Smart Chassis empty slots and provides
storage for small accessories like cables or module clips.

PacStar 4AMMC Module Clip

Slide-on locking clip for PacStar 400-Series modules
that prevents snapped-together modules
from rotating and unsnapping. For use
with systems where modules are run PacStar AMMC
outside of PacStar Smart Chassis, Module Clip
shapped together to share power. in Use

PacStar Modular Chassis and Mounting Solutions PacStar

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK
www.zeroalphasolutions.com T: +44 2921680444
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Authorized distributor of PacStar products

PacStar Smart Chassis

Supports 4 or 5 PacStar Tactical Communication Modules

Smart Chassis transforms individual network modules into complete

modular communications solutions. Key Features

e Supports (4) or (5) PacStar

The PacStar Smart Chassis modules can be operated in PacStar Smart
Chassis, removed in groups of enclaves and operated independently,
and operated as individual modules. This modular, scalable

packaging infrastructure provides flexible options for both small and
larger deployments that need an integrated mechanical and power
infrastructure.

Based on customer requirements, PacStar will also develop custom
packaging, mounting, and transport solutions.

PacStar Smart Chassis

PacStar Smart Chassis provides a mechanical and electrical standalone
capability to house up to four or five PacStar 400-Series modules, and
may be utilized as a standalone entity or as a component in a larger
system. PacStar Smart Chassis mounts into multiple systems including
PacStar Mini Transit Cases, PacStar Rack-Mount Frames, and custom
PacStar Pelican Case-based solutions. With tool-less, quick-release
features, PacStar Smart Chassis may be quickly removed for
dismounted operation.

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK

www.zeroalphasolutions.com T: +44 2921680444

Smart Chassis modules

+ 4-slot Smart Chassis
(7.5” x6.8" x 127)

+ 5-slot Smart Chassis
(9.3"x6.8"x 127

* Provides users the ability to easily

remove or change modules to
support mission requirements

Includes an integrated power
system (available with 180 or
250 watt power supply)

+ Worldwide AC input, 47
-63Hz, 85V -264V

+ Wide-range DC input, 10 - 35V DC

Optional integrated UPS
with two battery options

+ DoD standard 2590
Li-lon rechargeable battery,
200 watt-hours rated

+ NiMH BB-390B/U rechargeable
battery, 117 watt-hours rated

+ Automatically recharges battery when
connected to AC/DC prime power

+ Automatically switches to battery
if prime power is interrupted

+ User-accessible battery compartment

Includes a clean power 12 V DC output
port (50 watts) for ancillary equipment

¢ Includes an integrated cooling system

Pro
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PacStar 451

Rugged, high-performance computing
and virtualization platform

The PacStar® 451 Small Server Module provides a high-
performance computing and virtualization platform for hosting one
or more software applications or virtual appliances in a compact,
quick setup, rugged form factor

Designed for in-theater computing, executive communications, vehicle-
mount, early entry or forward operating base or remote deployments for
military, Homeland Security, first responders, and commercial/enterprise
users. The PacStar 451 meets size, weight, and power (SWaP)
requirements unmatched by other COTS appliances.

The PacStar 451 is available with a wide variety of pre-loaded,
pre-secured, and pre-qualified software applications or virtualized
appliances appropriate for use in tactical C5ISR/EW applications. These
include, but are not limited to:

¢ Virtualized and software defined networking and WAN, routing, switching

e VPN, TLS encryption, PKI

e Cybersecurity: firewalls, IDS, threat analytics, SIEM, NetFlow

¢ Unified communications

¢ Video encoding, transcoding and analytics

¢ Tactical cloud deployment

e Mobile device and wireless network management

¢ Hyper-convergence and storage

e General-purpose application hosting

The PacStar 451 is available in a variety of configurations with Intel
Xeon or Atom processing platforms in 4-core, 6-core, 8-core, 12-core,
and 16-core variants. Flexible storage and I/O options, including high-
performance NVMe SSD storage and IPMI for remote and out-of-band
management, let you select the right configuration for your needs.

The PacStar 451 module footprint offers the best in small size, flexible
power, and environmental ruggedness.

PacStar offers a wide array of system packaging options for the PacStar
400-Series, including briefcase style, transit case style, 19” rack mount,
vehicle-mount, and backpack style transport options.

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK

www.zeroalphasolutions.com T: +44 2921680444

Key Features

Authorized distributor of PacStar products

A wide variety of appliance options
available including networking
technologies from Aruba Networks,
Cisco Systems, Forcepoint, Haivision,
Information Security Corp, Juniper, Palo
Alto Networks, Peraton Labs, and more

Intel Xeon processing platforms
in 4-core, 6-core, 8-core, 12-
core, and 16-core variants

Option for (5) GigE ports, (2)
of which are PoE enabled

Option for (2) SFP+ 10 GigE ports
Option for IPMI management

Option 2x 4TB NVMe Drives, provides up
to 6X faster performance than SATA SSDs

Option for AVX-512 VNNI for
5G, Al/ML acceleration

TPM 2.0 for increased security
and STIG compliance

Compact, snap-together design
enables quick expansion with other
PacStar 400-Series modules for
flexible packing and transport

KG-250X/XS compatible power
output port extensively tested to
MIL-STD-810/461 by independent
labs.Reports available on request.

Continuous runtime with
hotswappable batteries

Small, but powerful: only 5.3”
x7.1” x1.7” and 2.7 Ibs.

Optionally managed by PacStar IQ-Core®
Software for easy setup and configuration

PacStar

1
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Specifications and Standards

Physical Specifications Storage Options Power Specifications

* Dimensions 5.3” x 7.1” x 1.7” e Xeon D and Xeon E or Atom e Wide range DC input, 10-35V

e Weight 2.7 Ibs. — User removable single 2.5” SSD (7 e World-wide AC power input (with

« Patented snap-together connector :n;n)l, SATA 6 Gbps, up to 15.36 TB adapter cable)
provides DC pass-through for powering ota e Battery snap-together connectors for
additional PacStar 400-Series OR 1-2 each AN/PRC-152/148 snap on

products _ User removable, single 2.5” SSD radio batteries; hot-swappable with 2+
e Low power processor variants feature a drive cartridge (dual 2TB M.2, 4TB hours runtime per battery
fanless design for quiet operation, higher total) e Regulated clean 12V DC output, 20
reliability, and extended battery life « Xeon D-NR and Xeon D-1700-NR watts (KG-250X/XS support)
e High power processor variants offer — Two (2) independent, user
maximum performance using two small o Ty NVI\)Ie SSD drive
fans, externally mounted to the heat sink, e

rtrid to 4TB rtridge,
so sealing boundaries are not violated g‘T'Bnto%[]aeI? (upto ety

e Operational temperature range (-20C to

60C), 128 GB version is (-20C to 50C) D
. } _ — Optional: Internal, non-removable
e Extensively tested to MIL-STD-810/461 540GB SSD dfive

by independent labs. Reports available
on request.

Intel 5th Generation 8 (50W)/12(55W)/16
(Broadwell) Xeon D (55W) Up to 128 GB Up to 15.36 TB Yes

Up to 8 TB (2x 4 TB NVMe
4(50W) / 8 (57W) Up to 128 GB drives) and optional 1x E Yes
240GB Boot Drive

Up to 8 TB (2x 4 TB NVMe

Intel 10th Generation
(Ice Lake) Xeon D-1700

igg:-ED xﬁ),n)q(eon 2 ?5555\/(\)/)\/\/) oSS 1 Up to 128 GB drives) and optional 1x E Yes
’ 240GB Boot Drive

Intel 9th Generation

(Coffee Lake) Xeon E 4 (25W) / 6 (45W) Up to 96 GB Upto 15.36 TB A B Yes

Intel Atom® Processor X

Series (Elkhart Lake) 4 (15W) Up to 32 GB Up to 15.36 TB A Yes

2 (1 Micro) Mini-DisplayPort RS-232 (RJ45)
B 3 4 (2 USB 3.1) DisplayPort RS-232 (RJ45)
2 SFP+ 10 GigE and 2 RJ45
D 10/100/1000 2 HDMI RS-232 (RJ45)
2 SFP+ 10 GigE and 2 RJ45 HDMI and KVM .
E 10/100/1000 with IPMI 2 over IP Serial over LAN (IPMJ)

*VGA Adapter included

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK
www.zeroalphasolutions.com T: +44 2921680444
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Supported Software Appliances

Network Function Virtualization: Providing Routing,

Switching, Network Optimization

Cisco Cloud Services Router 1000v and Catalyst 8000v

Authorized distributor of PacStar products

IP-Based Unified Communications: Voice, Video and
Conferencing

Blackberry SecuSUITE — Complete UC suite

Cisco Integrated Services Router 5921

Aruba Virtual Mobility Controller (Wireless Infrastructure
Controller)

Cisco Unified Communications Manager -
Complete UC suite

REDCOM Sigma® - Complete UC suite

Riverbed Virtual SteelHead (SATCOM/WAN performance
optimization)

Haivision Kraken - Video transport/transcoding and
optimization

VIASAT NETAGILITY™ NVR-1000

Cybersecurity: Firewall, VPN, Network Intrusion
Detection, Threat Analytics, and Network Defense

Aruba ClearPass — Authentication

Cisco ASA and Firepower — Firewall, IDS, analytics, VPN

Cisco Stealthwatch - Cyber Analytics

Elastic - SIEM

Forcepoint NGFW - Firewall, IDS, VPN

Juniper vSRX - Firewall, IDS and VPN

PacStar 1Q-Core Crypto Manager — PKI, Crypto and SIEM

Palo Alto Networks - Firewall, IDS and VPN

Peraton Labs SecurelO

Red Hat Enterprise Linux with Certificate Services - PKI

Information Security Corp CertAgent - PKI

Microsoft Windows Server — Domain Control,
Authentication, PKI

General Purpose Application Hosting

VMware ESXi, XEN, KVM, and Hyper-V Hypervisors

General-purpose Windows servers - can host a nearly
unlimited array of applications (Exchange, SQL Server,
Sharepoint, etc.)

Linux Services - Can host a nearly unlimited array of
applications

DoD-specific mission command applications

Hyper-Convergence and Large Scale Storage

VMware vSAN

Riverbed Virtual SteelFusion Edge

NetApp ONTAP Edge

TrueNAS

Cross Domain Solutions

Forcepoint High Speed Guard

Forcepoint Trusted Gateway System

Forcepoint Trusted Thin Clien

©2023 Curtiss-Wright - All rights reserved. Specifications are subject to change without notice. All trademarks are property
of their respective owners | D514.110723. This document was reviewed on 2023.01.03 and does not contain technical data.
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1 NetApp REDCOM-rLr

PacStar products are covered by multiple patents. Additional patent(s) pending. See www.pacstar.com/patents for details.

PacStar 451 PacSta

of

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK
www.zeroalphasolutions.com T: +44 2921680444
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PacStar 455

Tactical Hyperconvergence Module

PacStar 455 Tactical Hyperconvergence Module provides a high
performance cloud, virtualization and storage platform for forward
deploying applications or providing network attached storage in a
compact, quick setup rugged form factor

Designed for in-theater operations, vehicle-mount, early entry or
forward operating base deployments for military, Homeland Security,
first responders, and commercial/enterprise users, PacStar 455 meets
size, weight, and power (SWaP) requirements unmatched by other
commercial off-the-shelf (COTS) appliances.

The module integrates seamlessly with other PacStar 400-Series
standard small form factor modules and patented interconnect,
providing the best in small size, flexible power, and environmental
ruggedness. PacStar also offers a wide array of system packaging
options for the PacStar 400-Series, including briefcase, transit case,
rack mount, vehicle mount, and backpack transport, or custom-
designed to meet your use case.

Ideal platform for a wide variety of edge use cases in forward deployed
settings including:

e Advanced cloud replication, application virtualization or hyper-convergence
¢ Application performance acceleration

e General purpose NAS storage

e Satellite/GIS imagery caching

¢ Video serving/storage

e Cybersecurity applications with large storage requirements such as package
capture, NetFlow analysis, SIEM, DLP, or threat analytics

 WAN optimization

Key Features

ZEROALPHA

S OLUTI ONS

Authorized distributor of PacStar products

Intel 5th generation Xeon D 8, 12, or
16-core processors with 128 GB RAM
for general purpose or dedicated
compute tasks

Up to 122.88 TB RAID SSD storage via
8 x 2.5” SSD

Best in class Avago RAID controller for
high performance and extensive RAID
options

10 GigE SFP+ ports for high
performance data replication and
networking including on-board virtual
network functions

Integrated smart power supply that runs
on tactical radio batteries, wide range
DC input and worldwide AC input

Compact design for flexible packing
and transport

Extensively tested to MIL-STD-
810/461 by independent labs.
Reports available on request.

Best in class SWaP: Small, but
powerful; only 5.3” x 7.1” x 5.5” and
only 6.4 Ibs.

PacStar

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK
www.zeroalphasolutions.com T: +44 2921680444
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Software Options

Supports a wide array of software
applications, NAS software platforms
and hyper-converged solutions,
appropriate for use in the tactical
computing and storage applications.

General purpose computing
¢ Microsoft Windows Server

e VMware ESXi

e Containers and cloud-native

e Linux

e FreeBSD

ZEROALPHA

S$ OLUTI ONS

Authorized distributor of PacStar products

NAS/Hyperconverged
software including

e VMware VSAN

* NetApp® ONTAP® Select

¢ {SCSI/NFS SAN for VMware Datastore
e Microsoft Azure HCI

PacStar 455 Tactical Hyperconvergence Platform

Processor

e |ntel 5th generation (Broadwell) Xeon D
8, 12, or 16-core options with up to 128

GB RAM, with TPM 2.0

Embedded Storage

e 128 GB CFast SATA drive, non-RAID,
designed for use with boot OS(s) and
utilities

—= staar === |

RAID Storage

e Avago MegaRAID® SAS 9361-8i
controller

e Up to (8) user removable single 2.5”
SSD (7 mm), with single SSD capacity
up to 15.36 TB, or 122.88 TB raw
system total storage

e RAID levels include: 0, 1, 5 and 6
e RAID spans include: 10, 50 and 60

e SATA interface, up to 6 Gb/s transfer
rate per drive. System as configured
tested to 4.7 Gbps

e 1 GB on-board cache

e Uses x8 lane PCI Express 3.0 interface

to mother board high transfer rates
e User I/O Option
e (2) 10 GigE SFP+ and (3) 1 GigE copper

©2023 Curtiss-Wright - All rights reserved. Specifications are subject to change without notice. All trademarks are property
of their respective owners | D518.01.23. This document was reviewed on 1-24-2023 and does not contain technical data.
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Specifications and Standards

Physical Specifications

Dimensions 5.3” x 7.1” x 5.5”. Fits into
PacStar 400-Series Smart Chassis
and Rack Mount Frame, consuming 3
module slots

Weight 6.4 Ibs.

(8) small fans driving air over
conductively coupled heat exchangers;
electronics sealing boundaries are not
violated

Extensively tested to MIL-STD-810/461
by independent labs. Reports available
on request.

Power Specifications

Battery snap-together connectors for up
to (3) AN/PRC-152/148 snap-on radio
batteries with 2+ hours runtime total

Wide-range DC input, 10-35V
Worldwide AC power input (with adapter
cable)

Regulated clean 12V DC output, 20
watts (KG-250X support)

Power draw: 45 watts on idle. Estimated
100 watts during sustained high
usage

PacStar products are covered by multiple patents. Additional patent(s) pending. See www.pacstar.com/patents for details.

PacStar 455

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK
www.zeroalphasolutions.com T: +44 2921680444
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Authorized distributor of PacStar products

PacStar
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PacStar 447

Small Router Module with Cisco ESR 6300

PacStar® 447 provides high-performance routing, switching and
advanced network access for critical voice, data, and video
connectivity in a compact, quick-setup, rugged form factor.

PacStar 447 is based on Cisco® Embedded Services Router (ESR) 6300
and provides 2 GigE (SFP or RJ45) WAN ports and 4 GigE RJ45 ports of
PoE LAN access.

Designed from the ground up to provide flexible transport, configuration
and setup options, PacStar 447 can be used as follows:

e Included as part of modular, flexible systems with other PacStar 400-Series
modules, mounted in a variety of cases and packaging solutions

¢ In snap-together configurations with other PacStar 400-Series modules
including switches, servers, and gateways

e Used as a standalone router/switch module

PacStar 447 is designed to serve the tactical communication needs

of teams that deploy worldwide and have secure communication
requirements in austere environments. PacStar 447 enables teams from
U.S. DoD, homeland security, as well as first responders and civilian
organizations to easily and securely connect multiple devices to mission
critical communications networks.

PacStar 447 is optionally managed by PacStar IQ-Core® Software, which
simplifies system setup, network management and protects the system
from misconfiguration by operators in the field.

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK

www.zeroalphasolutions.com T: +44 2921680444

Authorized distributor of PacStar products

Key Features

Based on Cisco ESR 6300
routing/switching module with
(6) Gigabit Ethernet ports

Integrated smart power supply
that runs on tactical radio
batteries, wide-range DC input
and worldwide AC input

Compact, snap-together design
enables quick expansion with
other PacStar 400-Series modules
and packaging solutions

PoE output

KG-250X/XS compatible
power output port

Extended temperature range
and fanless design improves
reliability and uptime

Continuous runtime with hot-
swappable batteries

Built-in battery recharger

Small, but powerful: only
5.3” x7.1” x1.6” and 2.4 lbs

Zeroize Button
(Reset to factory configuration)

Available with Cisco I0S-XE
(Network Essentials or Network
Advantage) with 50 Mbps, 250 Mbps,
or Boost (350 Mbps) licenses

Suite-B (CSfC) cryptography
with up to 350 Mbps IPsec
throughput with Boost license

Pro
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Specifications

Hardware Specifications
* 4-GB DDR4 RAM
e 4-GB eMMC flash storage

Software Specifications
e Cisco I0S XE software

¢ Available technology packages: Network
Essentials and Network Advantage

e Various throughput performance
licenses are available:

— 50 Mbps encrypted (Default
license)

— 250 Mbps encrypted (Performance
license)

— 350 Mbps encrypted (Boost
license)

Connectors
* (6) Ports total

— (2) Combo (SFP or RJ45) GigE
routed

— (4) (RJ45) GigE switched, with
PacStar PoE

¢ (1) RS-232/USB console combo port

e (1) USB 3.0 (for configuration backup/
loading)

e Wide-range DC input

e 12 VDC output connector, KG-250X/XS
compatible

e Radio battery and PacStar 400-Series
power snap-together connector

PacStar 447

Physical Specifications
e Dimensions 5.3” x 7.1” x 1.6”
e Weight 2.4 Ibs

e Snap-together connector provides DC
pass-through for powering additional
PacStar 400-Series products. Under
most conditions, three modules can be
snapped together (contact PacStar for
details)

e Fanless design for quiet operation,
higher reliability, and low power draw

e Operational temperature -20°C to 60°C

e Tested to MIL-STD 810 (contact PacStar
for more details)

e Tested to MIL-STD 461 (contact PacStar
for more details)

* RoHS compliant

Networking Capabilities
e (6) ports: (2) routed and (4) switched

e Cisco IOS Service Advertisement
Framework (SAF)

e MLD proxy

e Routing protocols - RIP, RIPv2, OSPF,
EIGRP, BGP, CPD, IP policy routing, IP
Multicast (PIM) v1 and v2, IGMP v1 and

v2, IP multicast load splitting, Cisco
GMP

e Up to 32 VLANSs supported per router

e |Pv6 - IPv6 routing, IPv6 QoS, IPv6
tunneling support, Cisco |I0OS Zone-
Based Firewall for IPv6 traffic

Authorized distributor of PacStar products

e Encapsulations - PPP, PPPoE client and
server for Fast Ethernet, 802.1q VLAN
trunking support and GRE

¢ Additional protocol support - Telnet,
asynchronous tunneling, Real-time
Transport Protocol (RTP) header
compression

e Extensive support for radio-aware
routing and mobile IP

e Suite-B support cryptography

e Group Encrypted Transport VPN,
Dynamic Multipoint VPN (DMVPN), or
Enhanced Easy VPN

e Integrated threat control - 10S firewall,
zone-based firewall, IPS, content
filtering and Flexible Packet Matching
(FPM)

e Extensive security protocols — IPSEC,
SSHv2, SSL/TLS, SRTP, AES, IKE

e Traffic management — QoS, generic
traffic shaping, 802.1p CoS, WRED,
CBWFQ, LLQ, priority queuing and
RSVP

e Management services - SNMP v2 and
v3, RADIUS, TACACS+, Syslog, TFTP,
DHCP, HSRP and more

e Cisco Unified Communications Manager
Express support

Other Capabilities
¢ Lights-out mode

e Zeroize button for instant factory reset

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK

www.zeroalphasolutions.com T: +44 2921680444
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Power Specifications

e Battery snap-together connectors for
1-2 each AN/PRC- 152/148 snap-on
radio batteries; hot-swappable with 5+
hours runtime per battery. PacStar 447
includes built-in recharger for attached
tactical radio batteries

e Wide-range DC input, 10 - 35 VDC For
example, allows powering with AN/
PRC-117 radio batteries with optional
adaptors (not included)

e Worldwide AC power input (with adapter
cable)

* Regulated clean 12 VDC output, 20 . . .
watts (supports KG-250X/XS or KG- Figure 1: PacStar 447 Small Router Module with Cisco ESR 6300

175D)

e PoE Plus power: Up to 60 watts
available PoE power

e Power draw: Nominal 13 watts total
(plus PoE load)

e |Locking power input connector to
prevent accidental disconnection

e Power input specifications available for
creating custom cables with industry-
standard parts

¢ Available marked chassis ground for
external grounding

*Reduced operational temp limit when
providing maximum PoE power

PacStar 447

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK
www.zeroalphasolutions.com T: +44 2921680444
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PacStar 444

PacStar® 444 provides high-density network access at Gigabit
speeds for critical voice, data, and video connectivity in a

compact, rugged form factor

PacStar 444 enables networking for a wide variety of edge-
based C5ISR, cybersecurity, sensor, loT, computing, and storage

applications. It connects multiple devices to mission-critical tactical,

ground-vehicle, and aircraft-mounted communications networks

deployed in the field. PacStar 444 is ideal for use in environments
requiring specialized form factor, size, weight, and power (SWaP),
port density, port media, and ruggedized communications needs.

Designed from the ground up to provide flexible deployment,
configuration, and setup options, PacStar 444 can be used as follows:

e As a standalone switch module

¢ Included in a modular, flexible system comprised of PacStar 400-Series
modules, mounted in a variety of packaging and transport options

¢ In snap-together configurations with other PacStar 400-Series modules
including switches, servers, and gateways

e To provide high-speed switching infrastructure between servers and storage
devices performing data-intensive tasks in expeditionary settings

The module integrates seamlessly with other PacStar 400-Series
standard small form factor modules, providing the best in

small size, flexible power, and environmental ruggedness.
PacStar also offers a wide array of system packaging options
for PacStar 400-Series, including briefcase, transit case, rack-
mount, vehicle-mount, and backpack transport options.

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK

www.zeroalphasolutions.com T: +44 2921680444

Key Features

Authorized distributor of PacStar products

Based on Cisco Embedded
Services (ESS) 3300 with (2) 10
GigE SFP+ (8) GigE RJ45 ports

Industry-leading size, weight, and
power (SWaP) provides customers
maximum flexibility when integrating
into programs where mobility and
deployment speeds are critical

Extensively tested to MIL-STD-
810/461 by independent labs. Reports
available on request. For more
information, see: pacstar.com/testing/

Integrated smart power supply
that runs on and recharges tactical
radio batteries, wide- range DC
input and worldwide AC input

Patented, compact snap-together
design enables quick expansion with
other PacStar 400-Series modules

Optionally managed by PacStar
IQ-Core® Software for easy
setup and configuration

Extended temperature range
and fanless design improves
reliability and uptime

Continuous runtime
with hot-swappable batteries

Small, but powerful; only 5.3”
x7.0"x1.6” and 2.5 Ibs.


http://pacstar.com/testing/?utm_source=cw&utm_campaign=PacStar-444&utm_content=wp
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Specifications

Hardware Specifications

4-GB DDR4 RAM
4-GB eMMC flash storage

Software Specifications

Cisco I0S XE software

Available technology packages: Network
Essentials and Network Advantage

Connectors

(10) ports total:

— (4) RJ45 (10/100/1000 Base-T
Ethernet)

— (4) RJ45 (100/1000 Base-T
Ethernet with PacStar PoE Plus)

- (2) SFP+ 10G
(1) RS-232 console port
Wide-range DC input

12V DC output connector, KG-250X/XS
compatible

Radio battery and PacStar 400-Series
power snap-together connector

MicroSD card slot for input/export/
storage of configurations

Physical Specifications

Dimensions 5.3” x 7.0” x 1.6”
Weight 2.5 Ibs.

Snap-together connector provides DC
pass-through for powering additional
PacStar 400-Series modules

Fanless design for quiet operation, high
reliability, and low power draw

Operational temperature -20C to 60C

Extensively tested to MIL-STD-810/461
by independent labs. Reports available
on request. For more information, see:

pacstar.com/testing/

Includes zeroize button and over-
temperature indicator

RoHS compliant

PacStar 444

Power Specifications

e Battery snap-together connectors for 2
each AN/PRC-152/148 snap-on radio
batteries; hot-swappable with 2+ hours
runtime per battery. Includes battery
recharging, dead battery recovery, and
low battery alarm

e Wide-range DC input, 10-35V

e Worldwide AC power input (with adapter

cable)

e Regulated clean 12V DC output, 25
watts (supports devices such as KG-
250X/XS or KG-175D)

e PoE Plus power: Up to 60 watts
available PoE power

e Power draw: Nominal 20 watts total
(plus PoE load)

e | ocking power input connector to
prevent accidental disconnection

e Power input specifications available for
creating custom cables with industry-
standard parts

¢ Available marked chassis ground for
external grounding

Authorized distributor of PacStar products

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK
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http://pacstar.com/testing/?utm_source=cw&utm_campaign=PacStar-444&utm_content=wp

CURTISS -
WRIGHT

Network Essentials
License

Layer 2 switching
Multicast

Management

Security

Quality of service
Layer 2 IPv6

Redundancy Protocols

Network Advantage
License

IP routing
Virtualization
Security

Security
IP Multicast
High Availability

PacStar 444

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK

Authorized distributor of PacStar products

Description

IEEE 802.1, 802.3 standard, NTP, UDLD, CDP, LLDP, unicast MAC filter, VTPv2, VTPv3, EtherChannel,
voice VLAN, PVST+, MSTP, and RSTP

IGMPv1, v2, v3 snooping, IGMP filtering, IGMP querier

Web Ul, MIB, SmartPort, SNMP, syslog, DHCP server, SPAN session (1), Full Flexible Netflow (FnF),
NETCONF, RESTCONF

Port security, 802.1x, Dynamic Host Configuration Protocol (DHCP) snooping, dynamic ARP inspection,
IP source guard, guest VLAN. MAC authentication bypass, 802.1x multidomain authentication, storm
control - unicast, multicast, broadcast, SCP, SSH, SNMPv3, TACACS+, RADIUS server/client, MAC
address notification, BPDU guard, MACsec-128, Central Web Authentication (Redirection), ARP
Snooping

Ingress policing, rate limit, egress queuing/shaping, autoQoS

IPv6 host support, HTTP over IPv6, SNMP over IPv6

Resilient Ethernet Protocol (REP)

Description

IOSPF (V2 and V3), RIP (V1 and V2), ISIS (for IPv4 and IPv6), EIGRP (for IPv4 and IPv6), PBR (Policy
Based Routing)

VRF-lite

Web Ul, MIB, SmartPort, SNMP, syslog, DHCP server, SPAN session (1), Full Flexible Netflow (FnF),
NETCONF, RESTCONF

MACsec-256
PIM sparse mode (PIM-SM), PIM dense mode (PIM-DM) and PIM Sparse dense mode
Bidirectional Forwarding Detection (BFD) echo mode, HSRP (IPv4 and IPv6), VRRP (IPv4 and IPv6)

www.zeroalphasolutions.com T: +44 2921680444



CURTISS -
WRIGHT

PacStar 446

26-Port Gigabit Switch Module

Based on Cisco Embedded Services Switch (ESS) 3300, PacStar® 446

provides high-density network access at Gigabit speeds for critical

voice, data, and video connectivity in a compact, rugged form-factor

PacStar 446 enables networking for a wide variety of edgebased C5ISR,
cybersecurity, sensor, 10T, computing, and storage applications -
connecting multiple devices to mission-critical tactical, ground-vehicle,
and aircraft-mounted communications networks deployed in the field.
PacStar 446 is ideal for use in environments requiring specialized
form-factor, size, weight, power, port-density, port-media, and
ruggedized communications needs.

Designed from the ground up to provide flexible deployment,
configuration and setup options, PacStar 446 can be used as follows:

Included in a modular, flexible system comprised of PacStar 400-Series
modules, mounted in a variety of packaging and transport options solutions

¢ In snap-together configurations with other PacStar 400-Series modules
including switches, servers, and gateways

e To provide high-speed switching infrastructure between servers and storage
devices performing data intensive tasks in expeditionary settings

¢ As standalone switch module

PacStar offers a variety of system packaging and transport options
for its PacStar 400-Series, including Pelican Case, Mini-Transit
Case, Smart Chassis, Desktop Chassis, and Rack Mount Systems.
The flexible modules, together with the wide range of packaging
options, enables PacStar to deliver leading-edge customized,
complete solutions that are reconfigurable in the field.

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK

www.zeroalphasolutions.com T: +44 2921680444

Key Features

Authorized distributor of PacStar products

Based on Cisco Embedded Services
Switch (ESS) 3300 with (2) 10 GigE
SFP+ and (24) GigE RJ45 ports

Industry-leading size, weight and
power (SWaP) provides customers
maximum flexibility when integrating
into programs where mobility and
deployment speeds are critical

Extended temperature range
and fanless design improves
reliability and uptime

Extensively tested to MILSTD-
810/461 by independent labs.
Reports available on request.
For more information, see:
pacstar.com/testing/

Integrated smart power supply
that runs on and recharges tactical
radio batteries, wide range DC
input and worldwide AC input

Compact, snap-together design
enables quick expansion with
other PacStar 400-Series modules
and packaging solutions

Continuous runtime with
hotswappable batteries

Small, but powerful: only 5.3”
x 7.0” x 3.4” and 5 lbs


https://www.curtisswrightds.com/?utm_source=cw&utm_medium=web&utm_campaign=PacStar-446&utm_term=2022&utm_content=doc
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Networking Capabilities

* Cisco 10S XE software
* (26) Ethernet ports total

* Layer 2 switching - IEEE 802.1, 802.3 standard,
VTPv2, NTP, UDLD, CDP, LLDP, unicast MAC filter

» Security - SCP, SSHv2, SNMPVv3, TACACSH+,
RADIUS server/client, MAC address notification,
BPDU guard, SPAN session, port security,
DHCP snooping, dynamic ARP inspection,
IP Source Guard, 802.1x, guest VLAN. MAC
authentication bypass, 802.1x multi-domain
authentication, storm control, trust boundary

» Multicast - IGMPv1, v2, v3 snooping,
IGMP filtering, IGMP querier

» Management - web device manager,
MIB, SmartPort, SNMP, Syslog

* Quality of Service - ingress policing, rate-
limit, egress queuing/shaping, AutoQoS

* |IPv6 host support, HTTP over
IPv6, SNMP over IPv6

Connectors

* (26) Ports Total:
—(13) RJ45 (10/100/1000 Base-T Ethernet)
—(11) RJ45 (100/1000 Base-T Ethernet with
PacStar PoE Plus)
- (2) SFP+ (10/100/1000/10000 Base-T Ethernet)
* (1) RS-232 console port
» Wide range DC input
» 12V DC output connector, KG-250X/XS compatible

» Radio battery and PacStar 400-Series
power snap-together connector

* MicroSD card slot for input/export/
storage of configurations

PacStar products are covered by multiple patents.
Additional patent(s) pending. See www.pacstar.com/
patents for details.

PacStar 446

Authorized distributor of PacStar products

Physical Specifications

* Dimensions 5.3” x 7.0” x 3.4”

* Weight 5 Ibs

* Snap together connector provides
DC pass-through for powering
additional PacStar 400 modules

* Fanless design for quiet operation, high
reliability and low power draw

* Operational temperature -20C to 70C

* Tested to MIL-STD 810 (contact
PacStar for more details)

* Includes zeroize button and over
temperature indicator

* Lights-out mode

Power Specifications

* Battery snap-together connectors for 2 each
AN/PRC-152/148 snap on radio batteries;
hot-swappable with 2+ hours runtime per
battery. Includes battery recharging, dead
battery recovery, and low battery alarm

» Wide range DC input, 10-35V
» Worldwide AC power input (with adapter cable)

* Regulated clean 12V DC outpuit,
25 watts (supports devices such as
KG-250X/XS or KG-175D)

* PoE Plus power:
— Up to 60 watts available PoE power*
— 11 ports PoE 802.3at Type 2 backward
compatible with 802.3af

* Power draw: nominal 25 watts, 85
watts total (including PoE load)

* Reduced operational temp limit when providing maximum PoE power

©2022 Curtiss-Wright - All rights reserved. Specifications are subject to change without notice. All trademarks are property of
their respective owners | D493.11.22. This document was reviewed on 2022.10.24 and does not contain technical data.
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Network Essentials License
Layer 2 switching

Multicast

Management

Security

Quality of service

Layer 2 IPv6

Redundancy Protocols
Network Advantage License

IP routing

Virtualization
Security

Security
IP Multicast

High Availability

PacStar 446

Authorized distributor of PacStar products

Description

IEEE 802.1, 802.3 standard, NTP, UDLD, CDP, LLDP, unicast MAC filter, VTPv2, VTPv3,
EtherChannel, voice VLAN, PVST+, MSTP, and RSTP

IGMPvV1, v2, v3 snooping, IGMP filtering, IGMP querier

Web Ul, MIB, SmartPort, SNMP, syslog, DHCP server, SPAN session (1), Full Flexible
Netflow (FnF), NETCONF, RESTCONF

Port security, 802.1x, Dynamic Host Configuration Protocol (DHCP) snooping, dynamic
ARP inspection, IP source guard, guest VLAN. MAC authentication bypass, 802.1x
multidomain authentication, storm control - unicast, multicast, broadcast, SCP, SSH,
SNMPv3, TACACS+, RADIUS server/client, MAC address notification, BPDU guard,
MACsec-128, Central Web Authentication (Redirection), ARP Snooping

Ingress policing, rate limit, egress queuing/shaping, autoQoS
IPv6 host support, HTTP over IPv6, SNMP over IPv6
Resilient Ethernet Protocol (REP)

Description

IOSPF (V2 and V3), RIP (V1 and V2), ISIS (for IPv4 and IPv6), EIGRP (for IPv4 and IPv6),
PBR (Policy Based Routing)

VRF-lite

Web Ul, MIB, SmartPort, SNMP, syslog, DHCP server, SPAN session (1), Full Flexible
Netflow (FnF), NETCONF, RESTCONF

MACsec-256

PIM sparse mode (PIM-SM), PIM dense mode (PIM-DM) and PIM Sparse dense mode

Bidirectional Forwarding Detection (BFD) echo mode, HSRP (IPv4 and IPv6), VRRP (IPv4
and IPv6)

ZeroAlpha Solutions Building 543 Dragon Way Bro Tathan Business Park St AthanCF62 4AF UK
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PacStar 448

10-Port 10 Gigk Switch Module

PacStar® 448 provides high-density and “top-of-rack” applications
at 10 Gigabit speeds supporting storage replication and workload
mobility for hyper-converged infrastructure, cloud replication,

and high-speed network interconnect.

PacStar 448 enables networking for a wide variety of edge-based C5ISR,
sensor, loT, computing, and storage applications. It connects multiple
applications and storage servers to ensure high availability and access to
large quantities of mission-critical data in disconnected, intermittent, and
limited (DIL) environments.

PacStar 448 is ideal for use in environments requiring specialized form
factor, size, weight, power, port density, and ruggedized compute

and storage needs. Designed from the ground up to provide flexible
deployment, configuration and setup options, PacStar 448 can be used
as follows:

e As a standalone switch module

e To provide high-speed switching infrastructure between servers and storage
devices performing data intensive tasks in tactical and expeditionary settings

¢ Included in a modular, flexible system comprised of PacStar 400-Series
modules, mounted in a variety of packaging and transport options

The module integrates seamlessly with other PacStar 400-Series
standard small form factor modules, providing the best in small size,
flexible power, and environmental ruggedness. PacStar also offers a
wide array of system packaging options for PacStar 400-Series,
including briefcase, transit case, rack mount, vehicle mount, and
backpack transport.

Key Features

Authorized distributor of PacStar products

Based on Cisco Catalyst ESS9300
Embedded Series Switch
with 10 GigE SFP+ ports

Industry-leading size, weight, and
power (SWaP) provides customers
maximum flexibility when integrating
into programs where mobility and
deployment speeds are critical

Extensively tested to MILSTD- 810 by
independent labs (pending). Reports
available on request. For more
information, see: pacstar.com/testing/

Integrated smart power supply
that runs on and recharges tactical
radio batteries, wide-range DC
input and worldwide AC input

Patented, compact snap-together
design enables quick expansion
with other PacStar 400-Series
modules and packaging solutions

Optionally managed by
IQ-Core® Software for easy
setup and configuration

Continuous runtime with hot-
swappable batteries

Small, but powerful: only only
5.3 x7.0” x 1.6” and 2.5 Ibs

Zeroize Button (Reset to
factory configuration)

Includes Cisco I0S-XE Network
Essentials; upgradable to
Network Advantage

©2023 Curtiss-Wright - All rights reserved. Specifications are subject to change without notice. All trademarks are property
of their respective owners | D494.11.22. This document was reviewed on 2022.10.24 and does not contain technical data
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CURTISS -
WRIGHT

Networking Capabilities

* (10) Ethernet ports total
* Layer 2 switching - IEEE 802.1,802.3 standard,

VTPv2, NTP, UDLD, CDP, LLDP, unicast MAC filter

* Security - SCP, SSHv2, SNMPVv3, TACACSH+,

RADIUS server/client, MAC address notification,

BPDU Guard, SPAN session, port security,
DHCP snooping, dynamic ARP inspection,
IP Source Guard, 802.1x, guest VLAN, MAC
authentication bypass, 802.1x multi-domain
authentication, storm control, trust boundary

» Multicast - IGMPv1, v2, v3 snooping,
IGMP filtering, IGMP querier

* Management - web device manager,
MIB, SmartPort, SNMP, Syslog

* Quality of Service - ingress policing, rate
limit, egress queuing/shaping, AutoQoS

* |IPv6 host support, HTTP over
IPv6, SNMP over IPv6

* |IPv4 static routing

» Additional features available with optional
Network Advantage software

Connectors

* (10) SFP+ 10G ports

* (1) RS-232 console port
* (1) USB full size port

» 12V DC output connector, KG-250X/XS compatible

» Radio battery and PacStar 400-Series
power snap-together connector

* MicroSD card slot for input/export/
storage of configurations

PacStar 448 10 GigE Switch Module

PacStar products are covered by multiple patents.
Additional patent(s) pending.

See www.pacstar.com/patents for details.

PacStar 448

Authorized distributor of PacStar products

Physical Specifications

* Dimensions 5.3” x 7.0” x 1.6”
* Weight 2.5 Ibs
 Patented snap-together connector
provides DC pass-through for powering
additional PacStar 400-Series modules
* Operational temperature -20C to 60C
* Extensively tested to MIL-STD-810 by independent
labs. (pending). Reports available on request.
For more information, see: pacstar.com/testing/

* Includes zeroize button and
overtemperature indicator

Power Specifications

* Battery snap-together connectors for 2 each
AN/PRC-152/148 snap on radio batteries;
hot-swappable with 2+ hours runtime per
battery. Includes battery recharging, dead
battery recovery, and low battery alarm

» Wide range DC input, 10-35V
» Worldwide AC power input (with adapter cable)

* Regulated clean 12V DC output,
25 watts (supports devices such as
KG-250X/XS or KG-175D)
* Power draw:
- Nominal 18 watts total (without SFPs)
- Max 33 watts total (with up to (10) 1.5 watt SFPs)
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PacStar 1Q-Core ROAM

Remote Operations and Management

Increase your tactical network situational awareness
and control to an entirely new level with PacStar® 1Q- Key Features

Core® Remote Operations and Management (ROAM).
¢ |Intuitive user interface at upper tiers (or echelons)

A powerful user-friendly software package that permits you and NOCs that mirrors remote systems, making
to view your entire network through a single pane of glass, navigation and management throughout the network
while sharing views and access to deployed operators easy and consistent

at any echelon, to create a collaborative, hierarchical,

. ¢ Reduces configuration errors by automatin
network operations and management structure. = . 2

deployment of network planning and device
¢ Designed for tactical networks, including operations configuration files across the network, ensuring
indisconnected, intermittent, and limited environments consistent configuration of all

e Runs at both central and distributed locations network devices

 Reduces configuration errors and speeds troubleshooting * Simplifies troubleshooting through integrated
tools for both entry-level and advanced network

administrators, reducing reliance on contract field
service reps

e Automates configuration management and cyber defense
e |ntuitive user interface, ideal for both advanced

e administrators and entry-level operators . ‘ -
Y P e Saves time by enabling visibility of status across all

e Field-proven, based on the widely-deployed PacStar IQ-Core network nodes, at a glance. Enables bulk updates of

Software all network nodes from a single interface

¢ Provides cyber situational awareness by securing,
consolidating, and forwarding alerting information at
each tier of the tactical network.Provides enhanced
network situational awareness at the core and edge
of the tactical networks, with extensive real-time
visibility of connected nodes. Operates seamlessly
in a disconnected, intermittent, and limited (DIL)
environment

¢ Facilitates remote and distributed management by
enabling upper echelon administrators to interoperate
with and assist remote operators. Enables remote
operators to perform all tasks, even when they have
no WAN connectivity

¢ Field proven, based on the widely deployed PacStar
IQ-Core NCM communications management platform

PacStar
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Solution Architecture

PacStar IQ-Core ROAM operates at multiple tiers in a distributed network, including the NOC, at remote sites, and on
every network node at the edge of the network. System administrators in the NOC have the same view and features as
system operators. Network nodes can be remote offices or sites, tent-based command posts, vehicle-mobile command
posts, or small-fly-away kits — frequently connected via SATCOM or unreliable WAN links.

Certificates:

Network Operations
Center (NOCQ)

Tactical PKI

Node 1 Node 2 Node 3

Example: PacStar Secure Example: PacStar Secure Example: PacStar T2C2
Wireless Command Post Wireless Command Post Heavy Baseband

End User Devices (EUD) Sub Node 1 Sub Node 2

Example: PacStar T2C2 Example: PacStar T2C2
Lite Baseband Lite Baseband
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PacStar IQ-Core ROAM integrates with all editions of 1Q-
Core Software to offer a comprehensive suite of capabilities
across distributed networks at any tier and any node.

¢ Distributed, hierarchical design allows nodes to also
manage sub nodes (e.g. NOC -> SubNOC -> Node)

e Efficient transmission of data, in real-time, between
nodes and NOC. Only changes in status are transmitted
(no polling)

e |ocal operators and remote operators can have the
same or different views (controlled by roles)

e Mission-based views of remote nodes

e Manages any number of remote nodes. Includes customizable
groups and node names to match organization requirements

Example PacStar IQ-Core ROAM NOC Dashboard

Auto-Generated Network Diagrams

e Auto-generated diagrams showing the structure of
hierarchical nodes as managed by PacStar IQ-Core
ROAM

¢ Ability to drill down through all layers of the hierarchy, from
NOC to End User Device and all nodes in between

e See important data at-a-glance for all PacStar IQ-Core
ROAM managed devices, in the diagram, in a single view

Mission Diagrams

e Unlimited number of dashboard views that show data
important for an enterprise, mission, exercise, or test

e Rich data via widgets: status, interfaces, latencies, flows,
bandwidth, resources, maps, etc.

e ‘L ast Reported Info’ report, even if a node has been
unreachable for extended periods of time
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Authorized distributor of PacStar products

Remote Node Status and Management

PacStar IQ-Core ROAM includes summary management
of remote nodes and the ability to fully manage each
remote node, at every network tier.

¢ Real-time views of node and device status including interfaces
and alerts

e At-a-glance diagram views allow drill-down and launching of
a complete administrative interface to a node, enabling full
remote management of remote nodes

e Views of nodes that are out-of-date, and ability to remotely
update them

Aggregated Node Reports

PacStar IQ-Core ROAM includes reports that cross nodes,
aiding in network situational awareness.

e Uptime/downtime across nodes

e Bandwidth usage across nodes

¢ Flow analysis across nodes

Distributed Configuration Management

PacStar IQ-Core ROAM includes configuration
management of remote nodes from upper tiers, enabling
consistent configuration throughout the network.

e Send any file to one or more nodes

e Send network device configurations to one or more nodes

e Generate, issue, and send digital certificates to one or more
nodes

e Optionally automatically activate (apply) a configuration, OS
update, or other content

¢ View the configuration of remote nodes, from upper tiers

e Update PacStar IQ-Core Software remotely on any node
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Secure Messaging

PacStar IQ-Core ROAM includes real-time
communications between nodes and upper tiers for
administrators using PacStar IQ-Core ROAM.

¢ Inline messaging from remote site to any node to assist
with troubleshooting and updating

e Encrypted via PacStar IQ-Core ROAM management
protocol

e Multiple simultaneous messaging sessions

e Group messaging

PacStar products are covered by multiple patents. Additional patent(s) pending.

PacStar 1Q-Core ROAM PacStar

Produ
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